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ABSTRACT. Much attention has been given to the efficient computation of pairings on
elliptic curves with even embedding degree since the advent of pairing-based cryptography.
The few existing works in the case of odd embedding degrees require some improvements.
This paper considers the computation of optimal ate pairings on elliptic curves of embedding
degrees k = 9, 15, 27 which have twists of order three. Our main goal is to provide a
detailed arithmetic and cost estimation of operations in the tower extensions field of the
corresponding extension fields. A good selection of parameters enables us to improve the
theoretical cost for the Miller step and the final exponentiation using the lattice-based
method as compared to the previous few works that exist in these cases. In particular, for
k =15, k = 27, we obtain an improvement, in terms of operations in the base field, of up
to 256% and 29% respectively in the computation of the final exponentiation. We also find
that elliptic curves with embedding degree k = 15 present faster results than BN12 curves
at the 128-bit security level. We provide a MAGMA implementation in each case to ensure
the correctness of the formulas used in this work.

1. INTRODUCTION

Pairings are bilinear maps defined on the group of rational points of elliptic or hyper elliptic
curves [43]. They enable the realization of many cryptographic protocols such as the Identity-
Based Cryptosystem [10], Identity-Based Encryption [12], the Identity-Based Undeniable
Signature [32], Short Signatures [11] and Broadcast Encryption [21]. Surveys of some
applications of pairings can be found in [16] and [9, Chapter X]. These many applications
justify the research on the efficient computation of pairings. Generally, let E be an ordinary
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elliptic curve defined over a finite field F,, and r be a large prime divisor of the order of the
group E(F,). The embedding degree of £ with respect to  and the prime number p is the
smallest integer k such that r divides p¥ — 1. The p-value of the elliptic curve E is the value
logp/logr measuring the size of the base field relatively to the size r of a subgroup of E(F,).
The Tate pairing and its variants are the most used pairings in cryptography. They map
two linearly independent points of the subgroup of order r of £ (]Fpk) to the group of r-th
roots of unity in the finite field F,x. The computation of the Tate pairing and its variants
consists of an application of the Miller algorithm [38] and a final exponentiation. Efficient
computation of pairings requires the construction of pairing-friendly elliptic curves over [,
with prescribed embedding degree k (see for example [8] or [18]) and efficient arithmetic in
the towering fields associated to F,x (see [29], [22], [27], [14], [36]). A lot of work has been
done for shortening the Miller loop leading to the concept of pairing lattices [24], or the
optimal pairing described by Vercauteren which can be computed with the smallest number
of iterations in the Miller algorithm [42]. Due to these advances, the final exponentiation
step has became a serious task. In this work, we concentrate on elliptic curves E over F,
with embedding degrees 9,15 and 27. These curves admit twists of degree three which enable

Security | Bit length of | Bit length of k k
level r pF p=1 P2
80 160 960 — 1280 6—8 3—4
128 256 3000 — 5000 |12—20| 6 —10
192 384 8000 — 10000 |20 —26 | 10 — 13
256 512 14000 — 18000 | 28 — 36 | 14 — 18

Table 1: Bit sizes of curves parameters and corresponding embedding degrees to obtain
commonly desired levels of security.

computations to be done in subfields and also lead to the denominator elimination technique.
To our knowledge only few works ([31], [39] and [44]) exist in these cases and much attention
have only been given to elliptic curves with even embedding degree (see for example [1],[19],
[20], [36]). Another motivation for our work is the recent results on the resolution of the
discrete logarithm problem [28]. Indeed, according to the first analysis of this article, as
for instance in [23] and [4], the security level for elliptic curves with friable embedding
degree should be taken greater than those presented in Table 1. The main consequence is
that elliptic curves with embedding degree 12 or 18 may not be the one ensuring a nice
ratio between the security level and the arithmetic. Elliptic curves with odd embedding
degree could become interesting and more efficient than elliptic curves with even embedding
degree. We also noticed that elliptic curves with odd embedding degree, especially with
k = 27, may be suitable for computing products of pairings [44]. In this work we consider
the following parameter sizes (p ~ 2343, r x~ 2257, p = 1.33), (p =~ 2575, r = 2385 p = 1.5),
(p~ 2570, r ~ 2514 p = 1.12) for curves with k = 9, 15, 27 respectively. This corresponds
to the 128, 192 and 256-bit security levels respectively according to the recommendations
in Table 1 [18]. However, considering the recent recommendations based on the advances
in Discrete Logarithm computation with the Number Field Sieve (NFS) algorithm and
its variants ([28], [5], [37], [4]) the security level provided by the above parameters may
reduce. Indeed, let 2~%exp((c + o(1))(logQ)"/3( log logQ)?/® where d and ¢ are constants,
be the running time of the NFS algorithm, with Q = p*. The base-two logarithm of
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this runtime with (o(1) = 0) gives S(Q, ¢,d) = c(ge)(logQ)"/?(loglogQ)?/*® — d. We then
know that the constants ¢ and d, the embedding degree k£ and the security level [ must
satisfy the Pollard-Rho security and variants of NFS security constraints logQ/k > 2pl
and S(Q, c,d) > l. Therefore the previous parameters provide a security level of 109, 168,
214-bits instead of 128, 192, 256-bit respectively for curves with £ =9, 15, 27. But for now
we still consider in Sections 4, 5 and 6 recommendation from Table 1 in order to make a
fair comparison with previous work. Later, in Section 8, we consider advances in discrete
logarithm computation and provide tentative updated parameters at the 128, 192, 256 bits
level respectively for curves with k£ = 9, 15, 27. So we propose a detailed arithmetic in
the towering fields associated to the fields Fo,[F,15 and F 7. The lattice-based method
explained by Fuentes et al. [19] is applied to compute the final exponentiation in the cases
k=9, 15. We also find a simple expression and explicit cost evaluation for the optimal
pairing in the cases k = 9 and k = 15 as compared to the work in [39]. The results obtained
are an improvement with respect to previous works [31], [39] and [44] respectively for k =9,
15 and 27. Precisely, our contributions (see Table 3 and Subsection 8.4 for comparison) in
this work are:

(1) Determination of an explicit cost of the computation of the optimal pairing for the
elliptic curves stated above. This includes a good selection of parameters for a shorter
Miller loop and an efficient exponentiation. In particular, we saved one inversion in 27
for the computation of the Miller loop in the case k = 27.

(2) Details of the arithmetic in the tower of subfields of 0,15 and F,27. In particular,
we give the cost of the computation of Frobenius maps and Inversions in the cyclotomic
subgroups of IF;Q,IE‘;S and F;27, (see Appendices A, B and C).

(3) Improvement in the costs of the final exponentiation by saving 828 M; + 14557, 1170M; +
776751 and 8676M1 + 321365 operations for elliptic curves of embedding degrees 9, 15
and 27 respectively, as compared to previous works in these cases; where My and Sg
represent the costs of multiplication and squaring in the finite field F .

(4) In Section 8 we look for new parameters considering the advances in Discrete Logarithm
computation to update the cost of the optimal ate pairings on the studied curves at the
128, 192 and 256-bit security levels. We then compare our results with known curves
such as BN and BLS curves. In particular we find that elliptic curves with embedding
degree k = 15 present faster results than BN12 curves at the 128-bit security levels.

We also provide a MAGMA implementation in each case to ensure the correctness of the
formulas used in this work. The code is available in [17].

The rest of this paper is organised as follows. In Section 2 we briefly present the Tate
and ate pairings together with the Miller algorithm for their efficient computation; we also
recall the concept of optimal ate pairing and the lattice-based method for computing the final
exponentiation. Sections 4, 5 and 6 present arithmetic in subfields, and costs estimation of
the Miller step and the final exponentiation when considering the embedding degrees k = 9,
15, 27 respectively. Each of these sections includes a comparative analysis with previous
work. Section 7 presents a general comparison of the results obtained in this work and the
previous results in the literature. In Section 8 we look for new parameters considering the
advances in Discrete Logarithm computation to update the cost of the optimal ate pairings
on the studied curves at the 128, 192 and 256-bit security levels. We then compare our
results with known curves such as BN and BLS curves. We conclude the work in Section
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9 in which we suggest as future work the search for parameters to have subgroup secure
ordinary curves [6] and to ensure protection against small-subgroup attacks [34].

Throughout the rest of this paper, we denote My, Sy and Ij respectively as the Cost of
a multiplication, a squaring and an inversion in the field Fx, for any integer k.

2. BACKGROUND AND PREVIOUS WORKS

2.1. Pairings and the Miller Algorithm. Let E be an elliptic curve defined over F,, a
finite field of characteristic p > 3. Let r be a large prime factor of the group order of the
elliptic curve. Let m € Z and P € E(F,)[r| a point of E of order r with coordinates in F),.
Let fp, p be a function with divisor Div(fy, p) = m(P) — ([m]P) — (m — 1)(O) where O
denotes the identity element of the group of points of the elliptic curve. Let k denote the
smallest integer such that r divides p* — 1; this is called the embedding degree of E with
respect to r. We also consider the point @ € E(F,x)[r] of E of order r with coordinates in
F,» and let p, denote the group of r-th roots of unity in F;k. The reduced Tate pairing e,
is a bilinear and non-degenerate map defined as

er: E(Fp)[r] x E(Fye)[r] — pr,

k

(P.Q)— frp(Q)
To define a variant of the Tate pairing called ate pairing [25], we denote by [i]: P — [i]P
the endomorphism defined on E(IF,) which consists of adding P to itself ¢ times. Let
mp: E (FT,) —F (E), given by m,(z,y) = (aP, yP), be the Frobenius endomorphism on the
curve, where IETp is the algebraic closure of the finite field F,. The relation between the
trace t of the Frobenius endomorphism and the group order is given by [43, Theorem 4.3]:
f1E(F,) =p+1—t and 7, has exactly two eigenvalues 1 and p. This enables us to consider
P € Gy = E (Fp) [r]n Ker(m, — [1]) = E(F,)[r] and Q € Gy = E (F,) [r]n Ker(m, — [p]).
The ate pairing is defined as follows:

€A GQ X Gl — U,
pk —1
(@, P) — fi-10(P) 7
In all variants of pairings, one needs a value fy, (V) which is efficiently computed
thanks to the Miller algorithm [38]. Indeed let hr g denote a rational function with divisor
Div(hgs) = (R) 4+ (S) — (S + R) — (O) where R and S are two arbitrary points on the

Lr,s
VR4S

the straight line containing R and S and vg4g is the corresponding vertical line passing
through R + S. Miller uses the double-and-add method as the addition chains for m
(see [3, Chapter 9] for more details on addition chains) to compute f := fp, (V). Write
m=mp2" + ... + m12 + mo > 0 with m; € {—1,0,1}; the (modified) Miller algorithm that
efficiently computes the pairing fm7U(V)(pk_1)/” of two points U and V is then given as
follows:

1: Set f< 1land R+ U

2: For i =n —1 down to 0 do

3: [ f*-hrr(V), R « 2R Doubling step
5: if m; = 1 then

elliptic curve. In the case of elliptic curves in Weierstrass form, hr g = where (g g is
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6: f+<f-hru(V) R <+ R+ U, end if Addition step
7 if m; = —1 then
8: f+< f/hru(V) R + R —U, end for Addition step

k

-1
10: return e = f "+ Final exponentiation

The use of twists enables us to efficiently do some computations during the execution of this
algorithm as we explain in the next section.

2.2. Use of Twists. Twists of elliptic curves enable us to efficiently compute pairings.
Indeed, in the Miller algorithm, the doubling of a point (line 3) and the addition of points
(lines 6 and 8) are done in the extension field F,x in the case of the ate pairing. The
use of twists enables us to perform these operations in a subfield of F,» and also leads to
the denominator elimination. More precisely, a twist of an elliptic curve E defined over
a finite field F,, is an elliptic curve E’ defined over F,, which is isomorphic to E over an
algebraic closure of F,,. The smallest integer d such that E and E’ are isomorphic over
F,a is called the degree or the order of the twist. Elliptic curves of embedding degrees
k =9, 15, 27 admit twists of order three. Explicit constructions of such curves can be
found in [35], [15] and [7]. The general equation of these curves is given by E: y? = 23 +b.
The equation defining the twist £’ has the form y? = 23 + bw® where {1,w,w?} is the
basis of the Fpk/s—vector space Fx and the isomorphism between E’ and E is the map
Y: E' — E given by ¥(2,y) = (2'/w?, 3y’ /w?). Using this isomorphism, points @ in Go
can instead be taken as (zw™2,yw™3) where (z,y) € E'(Fk/3). The function hp s is defined

by hrs(z,y) = YHAER=2) YR \here ) is the slope of the line passing through R and S.

T—TRtS
e I
w2+zR+Sw+z%+S .
In the present case of ate pairing, the addition R + S is performed in the extension field

F,x and the function hg s is evaluated at a point (vp,yp) € E(F,). So, using the twist,

the points R, S and R + S are taken in the form (zw=2,yw™3) where (z,7) € E'(Fp/s).

(ypwP+A(zrw? —zpwt)—ypw?) (zhwt +J?R+Sxpw2+l‘%+P)

vpw—vh, pw?
We observe that the denominator is an element of the subfield F /s and so will be sent to 1

Observe that using the equation of the curve 4> = 234 b one has  —xp,g =

Therefore we have hr s(zp,yp) =

during the final exponentiation (line 10 in the Miller algorithm) since p¥/3 — 1 is a factor of
(p* —1)/r. Consequently we simply ignore that denominator in the Miller algorithm for an
efficient computation. More details on twists can be found in [13].

2.3. Optimal Pairings. The reduction of Miller’s loop length is an important way to
improve the computation of pairings. The latest work is a generalized method to find
the shortest loop, which leads to the concept of optimal pairings due to Vercauteren
[42]. Let A = mr be a multiple of r such that » { m and write A = Zizo cipt = h(p),

(h(z) € Z[z]). Recall that hp g is the Miller function defined in Section 2.1. For i =0, -
set s; = Zizz ¢jp’; then the map

eo: Go x Gy —> iy, (2.1)

L -1
(Q,P) — (H fg,Q(P) ) Hh[8i+ﬂQ7[Cz‘pi]Q(P)>
=0 =0
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defines a bilinear pairing and is non-degenerate if mkp* # ((p* —1)/r) - Zi:o icip'™ mod r.
The coefficients ¢;, i = 0,--- , [, can be obtained from the short vectors obtained from the
lattice
r o 0 --- 0
—p 1 0O --- 0
L= —p? 0O 1 - 0 (2.2)
—ppk)-1 g 0 ... 1

2.4. Final Exponentiation and the Lattice-Based Method for its Computation.

The result of the Miller loop’s step is raised to the power I#. This step is called the
final exponentiation (line 10 in Miller’s algorithm). The efficient computation of the final
exponentiation has became a serious task. Observe that this exponent can be divided into

two parts as follows:
pF -1 [p'“ - 1} _ [wk(p)}

o vr(p) r

where @ (z) is the k-th cyclotomic polynomial. The final exponentiation is therefore

Pr(P)
k—l T

pk—l b~
computed as fr = |fe®

k

pr—1
The computation of the first part A = f«#x® is
generally inexpensive as it consists of few multiplications, inversion and p-th powering in IF .

The second part A%T@) is considered to be more difficult and is called the hard part. An
efficient method to compute the hard part is described by Scott et al. [40]. They suggested
to write d = “D%(p) inbasepasd=dy+dip+ ...+ d@(k),lpw(k)_l and find a short vectorial
addition chain to compute A% much more efficiently than the naive method. In [19], based
on the fact that a fixed power of a pairing is still a pairing, Fuentes et al. [19] suggested to
apply Scott et al.’s method with a power of any multiple d’ of d with r not dividing d’. This
could lead to a more efficient exponentiation as opposed to computing A% directly. Their
idea for finding the polynomial d’(x) is to apply the LLL-algorithm to the matrix formed by

Q-linear combinations of the elements d(x), zd(x), ..., xdegr*ld(w). They successfully applied
this method in the case of elliptic curves of embedding degrees 8, 12 and 18 [19]. In Sections
4 and 5 we apply this method to improve the computation of the final exponentiation for
elliptic curves of embedding degrees k = 9 and 15. A clever method was used by Zhang et
al. [44] to compute the final exponentiation in the case k = 27.

3. ARITHMETIC IN THE TOWER OF SUBFIELDS OF [0, F 27 AND F15

A pairing is computed as an element of the extension field F,x. However its efficient
computation depends on the arithmetic of subfields of F,x which is generally organised as
a tower of subfield extensions. In this section we recall the tower extension of finite fields
Fpo,Fper and Fi5. We also give explicit cost of the arithmetic operations. For extension-field
arithmetic in Fpo and 27 we consider p = 1 mod 3 motivated by the work of Barreto et
al. [7] on the construction of elliptic curves of embedding degrees 9 and 27. This implies
that F,x can be represented as F /s [X]/(X3 —a), for k=3% i=1,2,3, where a is a cubic
non-residue modulo p. We choose p such that X3 — 7 is irreducible over F »- Therefore cubic



Vol. 12:1 COMPUTING OPTIMAL ATE PAIRINGS 3:7

extensions will be constructed using the polynomials X3 — a; where a; = 7Y/ 37" Tower
extensions for 27, together with the one for 0, are then given by:

Fs = Fylu] with u® =7

p
Fjo = Fs[v] with v* = 71/3
Fp27 = Fpg [w] with wd =79,

The costs of the computation of the Frobenius maps and cyclotomic inversions are given
in Lemma 3.1, Lemma 3.2 and Lemma 3.3 for the extensions Fo, 27, and ;15 respectively.
The proof of these lemmas are given in Appendices A, B and C.

Lemma 3.1. In the finite field F o,

(1) The computation of the p*; p®-Frobenius maps costs 6M;.
(2) The computation of the p;p%;p*;p°; p"; p®-Frobenius maps costs SM;.
(3) The inverse of an element a of the G oy (p3)-0Tder cyclotomic subgroup is computed as

a~l=aP . o and the cost is 3651 .

Similarly, in the finite field IF)27, Lemma 3.2 gives the costs of the computation of the
Frobenius maps and cyclotomic inversions.

Lemma 3.2. In the finite field 7,

(1) The computation of the p*; p®; p°-Frobenius maps costs 18 M.

(2) The computation of the p;p*;p*; p°; p7; p®-Frobenius maps costs 26 My .

(3) The inverse of an element o of the G 4y (p9)-0Tder cyclotomic subgroup is computed as

a1l =ao” - aP" and the cost is 21657.

In the case of F15, we consider pairing friendly curves over [, where p =1 mod 5 [15].
According to [33, Theorem 3.75] the polynomial X® — « is irreducible over F,[X] if and
only if « is neither a cubic root nor a fifth root in F,. A tower extension for [F 15 can be
constructed as follows:

P
Fps = Fplu] with u’ =T.

Fpi5 = s [v] with v® = u, where u € Fps.

Our main contribution in this section is the computation of Frobenius maps and the inversions
in the ¢, (.)-order cyclotomic subgroup of }F;k. The costs of the computation of the Frobenius
maps and cyclotomic inversions are given in Lemma 3.3.

Lemma 3.3. In the finite field Fps,

(1) The computation of the p°; p'°-Frobenius maps costs 10Mj.
(2) The computation of the p;p*; p>; p*; p%; p"; p%; p°-Frobenius maps costs 14Mj.
(3) The inverse of an element a of the G, ps)-order cyclotomic subgroup is computed as

a~l=aP” . aP" and the cost is 5457.

In Table 2 we summarise the overall cost of operations in the tower of subfields described
above. The costs for squaring, multiplication and inversion are from [31], [39] and [44]
respectively for k = 9,15 and 27. Explicit details of the cost of Frobenius maps and inversions
in the cyclotomic subgroups are given in Appendices A, B and C.
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Fields | Operations Costs
Multiplication M3 6.M,

Fs Squaring S 551
Inversion I3 I +9M; + 25,
Multiplication My 36M7

Fpo Squaring Sg 2551
Inversion Ig I +63M71 + 125,
Frobenius p?; p® 6.M;
Frobenius p; p?; p*; p°; p”; p® 8M;
Inversion in G%(p:a) 18M7 + 155,
Multiplication May 216 M,

F,27 | Squaring Sa7 1255,
Inversion Is7 I + 387M1 + 625
Frobenius p?; p%; p° 18M,
Frobenius p; p?; p*; p°; p”; p® 26,
Inversion in Gm(pg) 108 M1 + 755,
Multiplication M5y 9M,

Fs Squaring Ss 951
Inversion I5 117 +45M7 + 557
Multiplication M5 45M,

F,15 | Squaring S15 4557
Inversion Iy I + 126 M7 + 235
Frobenius p°; p'° 10M;
Frobenius p; p?; p*; p*; p% p"; p% p” | 14M)
Inversion in G%(ps) 27M7 + 2751

Vol. 12:1

Table 2: Cost of operations in extension fields from [31], [39] and [44] and this work (see
Appendices A, B and C)

4. ELvLipTiCc CURVES WITH EMBEDDING DEGREE 9

This section describes the computation of the optimal ate pairing (Miller step and the final
exponentiation) on the parameterized elliptic curve defined in [35]. The correctness of the
results can be verified with the MAGMA code available in [17]. This family of elliptic curves
has embedding degree 9 and a p-value 1.33 and is parameterized by :

p=((z+1)°+((z - 1)%(22° +1)%)/3) /4,
r= (2% + 2% +1)/3,
t=x+1.

4.1. Optimal ate pairing. Based on the general framework described by Vercauteren in
[42], the short vector obtained from the lattice L defined by equation (2.2) gives the optimal
function h(z) = S0 ;2" = x — z € Z[2]. A straightforward application of formula (2.1)
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yields the optimal pairing
€o: GQ X Gl — U,

9_1

(Q,P) — fuo(P)"

4.2. Cost of the execution of the Miller loop. The Miller loop consists of the dou-
bling steps (line 3 in the Miller algorithm) and addition steps (line 6 or 8 in the Miller
algorithm). These steps use the Miller function hp g either in affine coordinates or in
projective coordinates. The work of Zhang et al. [44, Section 3| presents the currently
fastest formulas in projective coordinates. The doubling step costs 9M; + 3M3 + 953 and
the cost of the addition step is 9M; + 12M3 + 5S53. For an explicit cost of the computation
of fz.o(P), we wrote a Pari/GP code to find a suitable x with low Hamming weight and
minimal number of bits for the 128 bit-security level according to Table 1. The best value
we were able to find is x = 243 + 237 + 27 4+ 1 which gives an r(z) prime of 257 bits and
p(z) a prime of 343 bits. The values p and z are both congruent to 1 modulo 6 so that
the corresponding elliptic curve is y? = 2 + 1 [31]. The computation of f, o(P) therefore
costs 43 doubling steps, 3 additions, 42 squaring and 45 multiplications in F,o. Thus the
total cost for the computation of the Miller loop for the optimal pairing on elliptic curves of
embedding degree 9 is 43(9M; + 3M3 + 9S3) + 3(9M1 + 12M3 + 5S3) + 425y + 45My, that
is, 45 Mg + 165M3 + 414 M, + 4259 + 402S5. Using the arithmetic in Table 2, the overall
cost is 3024M7 + 306057. As far as we are aware, no other explicit cost with a specific value
of x is reported in the literature.

4.3. Cost of the computation of the final exponentiation. As explained in Section
2, the final exponentiation in this case can be divided as

FEP=1/r (fp31>(p6+p3+1)/r _ (fp371>d

We then used the lattice method described by Fuentes et al. [19] that we briefly explained
in Section 2.4. It is applied to the following matrix in which the coefficient 243 is used to
obtain integer entries as d = (p® + p3 + 1)/ is a polynomial with rational coefficients

|
) (4.1)
)

243x5d(x)
We obtain the following multiple of d: d' = x3d = ko + kip + kop?® + k3p> + kap* + ksp® where
the polynomials k;, i = 0,...,5 are as follows
ko = —a* + 223 — 22, ki=—23422% -2, ko=—-2>+22-1,
ks=a" =225+ 25 +3, kyg=2a5—-225+2% ks =2 —22% + 23
They verify the relations (see the code in [17] for verification)
ky=—(x—1)2, ki =xky, ko=xki, ks=—xko, Fky=xks, ks=uxks+3.

If we set A = fpaf1 then
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e The cost for the computation of A is one p3-Frobenius, one inversion in F,o and one
multiplication in Fpo.

e The cost of the computation of A%, A% and A is three exponentiations by z,

e The cost of the computation of A* is one inversion in the cylotomic subgroup and one
exponentiation by x.

e The cost of the computation of A*2 is one inversion in the cyclotomic subgroup and two
exponentiations by (z — 1).

e The cost of the computation of A*3 is two multiplications, one squaring and one exponen-
tiation by z.

Note that the inversion in the cyclotomic subgroup G, ,3) of order pS +pd 4+ 1is

computed as A~ = AP® . AP (see Appendix A for details and cost). The cost for the hard
part A% is then two exponentiations by  —1, five exponentiations by x, seven multiplications
in Fp9, one squaring in [0, two cyclotomic inversions IG% ) and p, p%, p3, p*, p°-Frobenius
maps. Using the value of x given above, one exponentiation by = costs 4359 + 3My whereas
one exponentiation by x — 1 costs 4359 + 2My. Finally the hard part costs

2(43S9 + 2My) + 5(43S9 + 3Myg) + TMgy + 159 + 21% 5 = 30259 + 26 Mgy + 21%

3(p 3(p3)

and p, p?, p®, p*, p°>-Frobenius maps. The total cost of the final exponentiation is 11+ 27 Mg+
3025y + 21'@903 5) and p, p?, 2 * p>, p*, p°-Frobenius maps.

(p

4.4. Improvement and comparison with previous work. From the results in [31], the
hard part costs 30959 + 50My and p, p?, p°, p*, p°-Frobenius maps. If we include the cost
119 + 1My and p3-Frobenius for the easy part and using the arithmetic in Table 2, the overall
cost is 17 + 1115M7 + 75925, for this work as opposed to I; + 1943M7 + 773751 for Le et al.
[31]. We therefore save 828 M) + 1455 compared to their work. Although the sizes of p are
343 bits in this work and 348 bits in [31], the cost of a multiplication is almost the same in
the two corresponding fields (see Section 8.4).

5. ELLipTiC CURVES WITH EMBEDDING DEGREE 15

In this section we give explicit formulas; together with their cost, for the Miller loop in the
computation of the optimal ate pairing. We then compute the cost of the final exponentiation
on the parameterized elliptic curve defined in [15]. The correctness of the results can be
verified in [17]. This family of elliptic curves has embedding degree 15 and a p-value 1.5 and
is parameterized by :

p= (22— 22" 4210 427 — 225 + 25 + 2?42 +1)/3,
r:xS—x7+m5—x4+x3—x+l,

t=x+1.
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5.1. Optimal ate pairing. The Vercauteren approach described in [42] enabled us to

obtain the short vector from the lattice L defined by Equation (2.2) which lead to the

optimal function h(z) = 3°0_; ;2" = x — 2 € Z[z]. A straightforward application of formula

(2.1) yields the optimal pairing

€o: GQ X Gl — U,
P15 1

(@Q, P) — fe@(P)

5.2. Cost of the computation of the Miller loop. In this section, we consider the
Miller function given in affine coordinates, following the analysis of Lauter et al. [30] who
suggested the use of affine coordinates at a higher security level. The Miller function used
for the computation of f; o(P) in this case is described in [44, Table 2] with the fastest
cost to date. At 192-bits security level on elliptic curves with & = 15, the best value of x
we were able to find with a Pari/GP code is 2 = 24 4 241 + 29 1 28 1 1. This value gives
an 7(z) prime of 385 bits and p(z) of 575 bits which correspond to parameters for 192-bit
security level according to Table 1. The value of p is congruent to 1 modulo 5 and a curve
equation can be y? = 23 + 1. The Miller loop consists here of computing fz,@ which costs 48
doubling steps, 4 additions steps, 47 squaring and 51 multiplications in Fj:5. Considering
the currently fastest cost for doubling and addition step in [44, Table 2], the Miller loop
costs 48(15M1 + 3Ms5 + 255 + I5) + 4(15M1 + 3Ms5 + 255 + I5) + 47515 + 51 M5, that is,
51 M5+ 156 M5 + 780M7 + 47515 + 10455 + 5215. Using the arithmetic in Table 2, the overall
cost is 5211 + 6819M7 + 33115,. As far as we are aware, no explicit cost is reported in the
literature in the case k = 15 with a specific value of z.

5.3. Cost of the computation of the final exponentiation. The final exponentiation

(p'0+p°+1)/r d
in this case is written in a different way as f(pw*l)/T = fp5*1> = (fpsfl) .
This decomposition is used instead of plifl = [51;(171)} . [‘P”T(m] as usually done, for
efficiency reasons in the computation. Observe that Z 11;@1) =p 4+ pS4+p° —p?—p—1and

o15(p) = p® — p" +p° — p* +p* — p + 1 will lead to several multiplications and Frobenius
map operations. Thus the lattice method described by Fuentes et al. [19] that we briefly
explained in Section 2.4 is applied to the following matrix M. In the matrix M the coefficient

A= ?gggg is used to obtain integer entries as d = (p'° + p® + 1)/r is a polynomial with
rational coefficients.
Ad(z)
Azd(z)
2
M= Az2d(x)
Az"d(z)

We then obtained the following multiple of d: d' = 323d = ko + kip + ...kop?, where the
polynomials k;, 72 = 0, ...,9 are defined as follows
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ko = —a% + 2° + 23 — 22, ki = —a° + 2% + 22—z,
ko= —a*+23+2—1,

ks =o' — 20104+ 29 4+ 28 — 205 + 2 — 3+ 22 + 2+ 2,
ks =o'l — 219 — 28 4+ 27+ 3,

ky=al — 210 — 2% 4 a8 4+ 26 —a® — a2t + 23 — 22 + 20 4 2,
ke = !0 — 29 — 27 + 25, kr =2 — 2% — 28 + 2,
kg = a® — 27 — 25 4+ 2*, kg = a7 — 28 — 2% 4 23,
The polynomials k;, i = 0,...,9 verify the relations (see the code in [17] for verification)

]432:*(13*1)2($2+l’+1), k1 = xko, ko= xkq,
k‘g = —.Tk(], k?g = xkg, ]{?7 = xkg,

ke = xk7, ks =xk¢+3, kyi=M — (kl + k7),

ks =M — (kjo + kg +k79) where M = (kQ + ks + k‘g).

Set A= fpsfl; then

e The cost for the computation of A is one p°-Frobenius, one inversion in [F,15 and one
multiplication in Fs.

e The computation of A*2 is two exponentiations by x, two exponentiations by x — 1, two
multiplications and one cyclotomic inversion.

e The cost of the computation of A0 A*1 Aks Ak7 is five exponentiations by x; the compu-
tation of A costs one exponentiation by x and one cyclotomic inversion.

e The computation of A% is one exponentiation by z, two multiplications and one squaring
in Fp15.

e The computation of A costs four multiplications in [Fp15 and one cyclotomic inversion.

e The computation of A costs three multiplications in .15 and one cyclotomic inversion.

Therefore, the cost of the computation of A% is two exponentiations by  — 1, nine expo-
nentiations by z, 20 multiplications, one squaring in 15, four inversions in the cyclotomic

subgroup G5 of order p'® +p° + 1 (note that A= = AP° Apm; see Appendix C for

details) and p, p?, p?, p*,p°, 0%, p7, p®, p°-Frobenius maps. Using the value of = given above,
the cost of the hard part is 2(48S15 + 3M15) + 9(48S15 + 4M15) + 20M15 + 1515 + 4IG¢3(p5> =

529515 + 62M15 + 4qu3(p5) and p, p%, p3,p*, p°, p%, p7, p®, p?-Frobenius maps. The total cost
of the final exponentiation in this work is therefore 1175 + 529515 + 63M15 + 4IG¢3(p5) and

p.p?,p3,p*, 2% p°, b, p7, p®, p-Frobenius maps.

Remark 5.1. The cost given by Le et al. [31] for the hard part is 11 exponentiations by
x, 22 multiplications, 2 inversions in F,15 and 9 Frobenius maps. The authors said that
the cost of an inversion in Fji5 is free; with a reference to a similar computation, but on
elliptic curves with even embedding degree, unfortunately we do not see how this is possible.
Also, they considered an x of 64 bits and Hamming weight 7 and claimed that the cost is
88Mi5 + 528515 instead of 11(6My5 + 64S515) = 88Mi5 + 704S15. Therefore, if we count the
2 inversions in Fjis (these inverses are in fact in the cyclotomic subgroup G, s)), then
their final cost is 88 M5 + 704515 + QIng and 11 Frobenius maps, whereas our cost is

62Mi5 + 529515 + 4[GW3

(»°)

®°)"
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5.4. Improvement and comparison with previous work. Considering Remark 5.1, the
cost of the final exponentiation in [31] is 1115+ 704515+ 89 M5+ QIG%(ps) and p, p?, p>, p*, 2%

p°,p%, p7, p®, p?-Frobenius maps. We observe that we have improved the results by saving
26 M5+ 175515 — 2[0%@5). Using the arithmetic in Table 2, the overall cost is I +3066M7 +

240715 for this work and I; + 4236M; + 318385, for Le et al. [31]. We therefore save
26M15 + 175515 — 21ng<p5> = 1170M, + 7767S7 as compared to their work. A MAGMA
code for the implementation to ensure the correctness of the decomposition of the final
exponentiation and the Miller function is available in [17].

6. ELLiPTIC CURVES WITH EMBEDDING DEGREE 27

The parameterized elliptic curve with embedding degree 27 is defined in [7]. This family has
a p-value 10/9 and is parameterized by the following polynomials:

p=1/3(x—- 1)@ +2%+1) + =z,
r=1/32'® + 27 +1),
t=x+1.

6.1. The Miller loop and the final exponentiation. The Miller loop and the final
exponentiation were studied by Zhang and Lin in [44]. They found the optimal function

h(z) = Zilio c;z' = x — z € Z[2] and the optimal pairing is given by

€o: GQ X Gl — U,
27
(@ P)— fog(P)

Zhang and Lin used the parameter z = 228 + 227 4+ 225 4 28 _ 23 for their computation
at 256-bit security level. The cost of the Miller step that they obtained is therefore
28(3My + 2Sg + 119 + 9M1) + 4(3My + 25y + 119 + 9M;) + 27(6S9) + 30(6My) + 1157 =
276 Mg+226S9+3219+288 M1+ I»7 operations. The computation of the final exponentiation in
[44] requires 11o7+11 Moy, 17 powers of z, 2 powers of z—1 and p, p?, p?, p*, p°, p%, p7, p®, 2% p°-
Frobenius maps. Therefore the explicit cost of the final exponentiation is 1727 + 17(4(6Mg) +
28(6Sy) + 36M1) + 2(5(6My) + 28(6S9) + 36M7) + 11(6My) + 228M; = 1157 + 648 My +
31925y + 9120, .

Then the explicit cost for the computation of the Miller loop and the final exponentiation
given in that work is 12627M7 + 867051 + 3317 and 24627M; + 1149985, + 11 respectively
(see [44] for details).

Remark 6.1. The negative coefficient in the value of x affects the efficiency since one
full inversion in F 27 is required in the Miller algorithm (line 8) and also 19 inversions
in the cyclotomic subgroup are required when raising to the power of z during the final
exponentiation.

In the next section we explain the choice of another parameter to avoid these additional
operations.
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6.2. Improvement and comparison with previous work. We use the arithmetic (es-
pecially the computation of inversion in the cyclotomic subgroup) and a specific value
of = to improve the costs in [44]. To be more precise, a careful search with a Pari/GP
code enabled us to find the value z = 229 4 219 + 217 4 214 50 that r has a prime fac-
tor of length 514 bits and the prime p has a bit length of 579 for 256-bit security level
according to Table 1. An adequate elliptic curve has the equation y?> = z3 — 2. The
corresponding base field is of length 579 bits which is a little larger than 573, the length
of the base field in [44]. However ms7g &~ msrs, (see section 8.4 for notations) and we
have an extra doubling step; we avoid the full inversion in F,27 and 17 inversions in the
cyclotomic subgroup G, ,9) when raising to power z. We perform two inversions in the
cyclotomic subgroup only when raising to power z — 1. The cost of the Miller loop now
becomes 29(3M9 + 2859 + 11y + 9M1) + 3(3M9 + 2859 + 11y + 9M1) + 27(659) + 30(6M9) =
276 Mg + 226Sg + 3219 + 288M;. Using the arithmetic in Table 2, the overall cost for the
Miller loop is 3217 + 12240M7 + 60345, for this work where we saved at least one inversion
in Fp27.

Our cost for the final exponentiation is 1/27+17(3 (6M9)+29(689)) ( (6M9)+29(659))+
2[@ —l—ll(GMg) = 1[27+420M9+330659+21G 9) and p, p p p p p p p 2*p -
Frobenlus maps. Using the arithmetic in Table 2, the overall cost is I1 + 15951 M7 + 82862.5;
for this work. The implementation of this pairing is available in [17].

7. GENERAL COMPARISON

In this section, we summarize the different costs obtained in this work and compare our
results with previous works.

Curves | References Miller loop Final Exponentiation
k=9 | Previous work [31] | No specific cost reported Iy + 1943M; + 773751
128-bit | This work 3024 M7 + 306051 I + 1115M; + 759251
k=15 Previous work [31] | No specific cost reported I + 4263M7 + 3181154
192-bit | This work 5211 + 6819M; + 33115, Iy + 3093M; + 2404451

k=27 | Previous work [44] | 331y 4+ 12627M; + 867051 | I1 + 24627M; + 1149985,
256-bit | This work 3211 + 12240M1 + 603451 | I + 15951 M, + 8286251

Table 3: Comparison of the cost of the Miller loop and the final exponentiation.

If we assume that the cost of a squaring is the same as the cost of a multiplication then
the cost of the final exponentiation is I1 + 27137M; and I; + 36074M; for this work and
previous work [31] respectively for k£ = 15. The theoretical improvement obtained in this
work is therefore up to 25%. A similar analysis with & = 9 yields an improvement of 8%. In
the case of curves with k& = 27, our results present an improvement of 14% and 29% for the
Miller loop and final exponentiation respectively as compared to the work in [44].

8. NEwW PARAMETERS FOR OPTIMAL ATE PAIRING ON ELLIPTIC CURVES WITH
EMBEDDING DEGREES 9, 15 AND 27

In this section we consider new parameters for parameterized curves of embedding degrees
9, 15 and 27 at the 128-bit, 192-bit and 256-bit security levels. We consider recent advances
in the computation of the discrete logarithm thanks to the Number Field Sieve (NFS)
algorithm and its variants described in some papers as mentioned in the introduction. Mostly,
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the paper of Barbulescu and Duquesne [4] presents a detailed approach for computing
new parameters for pairings. Scott and Guillevic [41] have proposed tentative general
recommended parameters for classical security level and that we reproduce here in Table 4.

DL Algorithm | AES-128 | AES-192 | AES-256
NFS 3072 7680 15360
exTNF'S 3618 9241 18480
SexTNF'S 5004 12871 27410

Table 4: Recommended extension fields size (p*) to obtain desired levels of security [41].

Following Table 4, we searched for new parameters that will ensure resistance to SexTNFS
algorithm at the various security levels for curves of embedding degrees 9, 15 and 27.

8.1. New parameters and costs for optimal ate pairing at the 128-bit security

level for £k =9 and k = 15.

e Case of k£ = 9. Following the recommendation from Table 4, we found the value x =
2704259 1 946 1 941 1 1 This gives a prime p of 559 bits and a prime r of 419 bits. We proceed
as described in Section 4 to obtain the cost of the Miller loop and the final exponentiation.
The Miller loop in this case costs 7T0(9M;+3M3z+9S53)+4(9M1+12M3+5S53)+69S9+ 73 My.
This is equal to 73 My + 258 M3 + 666M71 + 6959 + 65053. Using the arithmetic in Table 2,
the overall cost is 4842M; 4 49755;. Using the value of = given above, the hard part of
the final exponentiation costs 2(70Sg + 3Mg) + 5(7059 + 4Myg) + TMg + 1S9 + 2.73«23
4915y + 33 My + 2IG¢3<p
exponentiation is 119 + 34Mg + 4915y + 2[0%@
for a total cost of I1 + 1367M; + 123175].

e Case of k = 15. Following the recommendation from Table 4, we found the value
x = 231 + 219 4251 92 This gives a prime p of 371 bits and a prime r of 249 bits which is
close to 256 bits as required to have 128 bits on the curve side. We proceed as described
in Section 5 to obtain the cost of the Miller loop and the final exponentiation. The Miller
loop in this case costs 3(156M7 + 13M5 4 3S5) + 31(15M7 + 6 M5 + 7S5) + 30515 + 33M5.
This is equal to 33My5 + 225 M5 + 510M7 + 30515 + 226S5. Using the arithmetic in Table
2, the overall cost is 4020M; 4 33845:. Using the value of = given above, the hard part of
the final exponentiation costs 2(31515 + 4Mj5 + 1IG¢3(p5)) +9(31S515 + 3M15) + 20M;5 +
1515 + 4IG¢3@5) = 55M15 + 342515 + GIG%(p5) and p, p2, p®, p*, p°, p%, p7, p8, p°-Frobenius
maps. The total cost of the final exponentiation is I15 + 56 M5 + 342515 + 61'(;%3(?5) and
p,p%, 3, pt, 2% p°, p8, p7, p®, p?-Frobenius maps for a total cost of I + 2940M; + 155755].

Table 5 below compares our results with previous results at the 128-bit security level.

(»3) -
5) and p, p%, p?, p*, p°-Frobenius maps. The total cost of the final

and p, p?,2 * p°, p*, p°~-Frobenius maps

3)

8.2. New parameters and costs for pairings at the 192-bit security levels for

k=15 and k = 27.

e Case of k£ = 15. Following the recommendation from Table 4, we found the value x =
2724240199495 11, This gives a prime p of 863 bits and a prime r of 577 bits. We proceed as

described in Section 5 to obtain the cost of the Miller loop and the final exponentiation. The
Miller loop in this case costs 4(15M1+13M5+3S5)+72(15M1+6M5+7S5)+71S15+75M5.
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Curves-Ref. Miller loop Final Exp. | Size of p | Total(S1 = M)
k=15 4020M; + 338451 | I 4+ 2940M, 371 I + 25919M,
(This work) +1557551
KSS16 [4] 7534 My I + 18542M, 340 I + 26076 M,
BLS12 [4] TT708M, I + 8295M, 461 I + 16003 M,
BN12 [4, 2] 12068 M I + 7485M; 461 I + 19553 M,
k=9 4842M, + 497551 | I 4+ 1367M; 559 I + 23501 M,
(This work) +123175:

Table 5: Comparison of the cost of the Miller loop and the final exponentiation at 128-bit
security level.

This is equal to 75My5 + 484 M5 + 1140M7 + 71515 + 516S5. Using the arithmetic in
Table 2, the overall cost is 8871M; + 78395;. Using the value of x given above, the
hard part of the final exponentiation costs 2(72S515 + 3Mj5) + 9(72515 + 4Mi5) + 20Mq5 +
1515 + 4IG¢3<p5> = 62M15 + 793515 + 4IG¢3<p5> and p, p?, p%, p*, p°, p8,p7, p?, p?-Frobenius
maps. The total cost of the final exponentiation is I15 + 63M15 + 793515 + 4[5;%@5,)> and
p,p%, p3, p*, 2% p°, p8, p7, p®, p?-Frobenius maps for a total cost of I} + 3201M; + 358165;.
e Case of k = 27. Following the recommendation from Table 4, we found the value
x =22 4214 2174 94 1 1 This gives a prime p of 511 bits and a prime factor of r of 410
bits. We proceed as described in Section 6 to obtain the cost of the Miller loop and the final
exponentiation. The Miller loop in this case costs 4(9M7+11g+2Sg+3Mg)+25(9M; +11y+
259 + 3M9) + 24527 +27Mo7. This is equal to 29]9 +27Mo7 + 87M9 +261M7 + 24527 =+ 5859.
Using the arithmetic in Table 2, the overall cost is 2917 + 11052M7 + 479857. Using the
value of x given above, the final exponentiation costs Io7 + 2(25S527 + 3Ma7) + 17(25S597 +
AMo7) + 11 Mo7 + ZIG%@Q) and p, p?, p3,p*, p°, p%, p7, p®, 2 * p?-Frobenius maps for a total
cost of the final exponentiation I + 1919107 + 59587.57.
The cost for the case k = 24 are obtained with the parameter given in [4] and the
formulas from [2]

Table 6 below compares our results with previous results at the 192-bit security level.

Curves-Ref. Miller loop Final Exp. Size of p | Total(S1 = M)

k=15 8871 M1 + 783951 I + 3201M, 863 Iy + 55727M,
(This work) +35816.51

BLS27 2911 4+ 11052M, I + 19191 M, 511 3011 + 94628 1M,
(This work) +47985, +595875;

KSS18 [4] 15270M7 + 25905 811 4+ 7977M, 677 811 + 44147M;
4183105

BLS24 [4, 2] 15495M; 1011 + 27914 M, 554 1017 + 43409 My

Table 6: Comparison of the cost of the Miller loop and the final exponentiation at 192-bit
security level.

8.3. New parameters and costs for pairings at the 256-bit security levels for
k=27 and k = 24.

e Case of k = 27. Following the recommendation from Table 4, we found the value
x=2°14242 1928199 1 1 This gives a prime p of 1019 bits and a prime factor of r of 883
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bits. We proceed as described in Section 6 to obtain the cost of the Miller loop and the final
exponentiation. The Miller loop in this case costs 4(9M7+11g+2Sg+3Mg)+51(9M; +11y+
2S59+3Mg)+50S27+53Ma7. This is equal to 5519+53 Moz +165Mg+495M7 +50S97+110Ss.
Using the arithmetic in Table 2, the overall cost is 5511 + 21348 M, + 966057. Using the
value of x given above, the final exponentiation costs Io7 + 2(51S527 + 3Ma7) + 17(51S597 +
AMo7) + 11 Moy + QIG%@% and p, p2, p3,p*, p°, P8, p", p®, 2 % p°-Frobenius maps for a total
cost of the final exponentiation I7 + 1919107 + 1223375;.

The cost for the case k = 24 is obtained with the parameter given in [4] and the formulas
from [2]

Table 7 compares our results with previous results at the 256-bit security level.

Curves-Ref. Miller loop Final Exp. Size of p | Total(S1 = M)

k=27 5511 + 21348 M, I + 19191 M, 1019 5611 + 172536 M1
(This work) 196605, +1223375,

BLS24[4, 2] 18812M; 1017 + 43142M, 1029 1017 + 61954 M,

KSS18[4] 32238M; + 26205, 811 4+ 7977M, 1495 811 + 82355M,
43952051

BLS48[36] 34778 M, 1917 + 110212M; 575 1917 + 144990M,

Aur.54[36] 39976 M1 + 520051 | 2711 + 256147M; 569 271 4 313397 M
+120745,

Table 7: Comparison of the cost of the Miller loop and the final exponentiation at the 256-bit
security level.

8.4. Comparison. To make a fair comparison of the results in Tables 5, 6 and 7, we take
note of the size of the base field. We consider implementations on a 64-bit platform. Then,
following [2], an Fp-element is represented with ¢ = 1 4 logy(p) binary coefficients packed
in ngy = [é]64 bits processor words and an F,-multiplication can be implemented with
approximately 2n%4 + ngyq operations. We let m. denote the cost of a multiplication in the
finite field IF,, where p is of ¢ bits. For Table 5 we have that mue1 ~ 1.35m371. From this we
see that, at the 128-bit security level, the total cost of computing the optimal ate pairing for
elliptic curves with £ = 15 is 19199m46; making these curves faster than the well known BN
curves but slower than the KSS16 curves found in [4] as the best one at the 128-bit security
level. From Table 6 we have that the cost for computing the optimal ate pairing for curves
with k = 15 is 166067ms511 as mgez ~ 2.98ms511 . We conclude that at the 192-bit security
level computing the optimal ate pairing is faster on elliptic curves with embedding degree
k = 27 than on curves with k = 15 and in this case the BLS24 curves remain faster. At the
256-bit security level, we have that the BL.S24 curves are the faster.

9. CONCLUSION

In this work we provided details and important improvements in the computation of the
Miller loop and the final exponentiation for the optimal ate pairing on elliptic curves
admitting cubic twists. An explicit cost evaluation is given for the Miller loop in the case
of elliptic curves of embedding degrees 9 and 15. In particular for £ = 15 and k = 27, we
obtained an improvement, in terms of operations in the base field, of up to 25% and 29%
respectively in the computation of the final exponentiation. We also obtained that elliptic
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curves with embedding degree k = 15 present faster results than BN12 curves at the 128-bit
security levels. In comparison with curves having even embedding degrees we find that a lot
of improvements are still required in the case of curves with odd embedding degree. One
could try to compute compressed squarings in this case. To ensure the correctness of all the
formulas used in this work, a MAGMA code for the implementation of the three pairings
is given. Furthermore, a brief look at the parameters used in this work reveals that the
curves with odd embedding degrees studied in this work are not subgroup secure ordinary
curves [6] and are not protected against small-subgroup attacks [34]. However this is not
a particular case of elliptic curves of odd embedding degree but it appears from [6] that
most of such parameters that have been found for curves with even embedding degree such
as BN12 curves [8], KSS16 curves [26] or BLS12 curves [7]; do not satisfied these security
properties. In future work we could search for parameters to fulfill this security issue.
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APPENDIX A. ARITHMETIC IN Fo

Let a = ag + a1v + agv? € Fpo with a; € Fjs.

A.1. Cyclotomic inversion. We assume that a lies in the cyclotomic subgroup G, ,3)

so that a?’TP°+1 = 1,ie,a ! = a?’a?’. In order to compute aPGaPB, we need the values
of vP* and v?°. But vP’ = 3F°~D/3+HL — (307 -1)/3y — (3)@*~1)/3y = (71/3)(F°~1)/3y since
v3 =713,

Let p = (71/3)(1’3_1)/3; we have p # 1 and p? = 1 so that p is a primitive cubic root of
unity in F,s. We obtain oP° = pov and v*° = (vpd)pd = (/w)pd = ,u,(v)pd = ppv = pPv. We
thgn have3 aff = a183 + aﬁ’gvpi—k agg (1}2)7’3 = ap + alvp3 + as (v2)p3 = ag + a1 pw + agp®v? and
a?’ = (a?" )" = ag+ a1 (pv)? + as(p?v?)?P” = ag + a1 v + agp*v?. So, when using v® = 71/3
and @3(p) = p? 4+ p+ 1 = 0, we finally have:

a’a?’ = (a2 — ayas7"?) + (a37'3 — agar)v + (a? — agag)v?

This costs 3M3 + 353 = 18 M7 + 1557 with additional additions.
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A.2. Frobenius operators. The p'-Frobenius is the map *: Fyo — Fjo given by mi(a) =
a?'. Let a € Fpo, a = ag + a1v + agv? with a; € F3; then m(a) = af) + a{v? + ab(v?)P. Now
ag € Fps can be written as ag = go + g1u + gau?, g; € Fp, so that af = go + gruf + ga(u?)P.

We have u? = u3@-D/3+1 = (43)(p=1)/3y = 70=1)/3y, and; since 7 is not a cube in
Fp, 7=1/3 £ 1. Let a = 7®=V/3; then a # 1 and o® = 1. This means that « is a
primitive cubic root of unity in F, and u? = au. Therefore af = go + g1u? + g2(u?)?P =
go + giau + goa®u? and; similarly; al = g3 + gauP + g5(u?)P = g3 + gsou + gsa®u? and
ab = g¢ + gruP + gs(u?)P = g6 + grau + gga®u?. Now, for the computation of v, observe
that oP = p3@=D/B3+1 = (3)P=1)/3y = (71/3)p=1)/3y = 70=1)/% g0 that, if B = 71/,
then we have 8 # 1, 83 = 7°-1/3 = o £ 1, 2 = 1. Thus 3 is a primitive ninth root of
unity in ), and v? = pv.

Finally a? = go+g10u+g20?u?+(g3f+gaafu+gso? fu® v+ (ge 52 +graf?u+tgsa?® f2u?)v?
and the following algebraic relations: a = 82, af = B4, aB? = °, o?8 = p7, o?p% = 38
yield to a? = (go + g18%u + g28%u?) + (938 + ga3*u + g5 87u?)v + (965> + g76°u + gs f>u)v?.
The cost of p-Frobenius is 8M;. This is the same as the cost of p?, p?, p°, p” and p®-Frobenius.
For the p3-Frobenius operator, observe from A.1 that P’ = pv. Then

3
" = ag + a1 + agpv® = (go+ gru+ g2u®) + (g3 + gau+ gsu®) po + (g + gru + gsu®) .
As t = ;2 is precomputed; we finally have
3
a?” = (go + gru + gou?) + (g3p + gapu + gspu?)v + (gt + grtu + gstu?)v?.

The cost of p3-Frobenius: 6M;. This is the same as the cost of p®-Frobenius.

APPENDIX B. ARITHMETIC IN o7

B.1. Cyclotomic inversion. We follow the same procedure as in A.1. The element
a = ag + ayw + asw? € [Fp2r with a; € Fpe in the cyclotomic subgroup G satisfies
aP"" "+ = 1 50 that o~} :lgapl:apg. \ N
In order to compute a? o, we need the values of wP” and wP . We have
w? = 3@ -D/3+1 3007 -1)/3,, (w3)(p9—1)/3w - (71/9)(p9—1)/3w

e3(F9)

since w3 = 719, Let o = (74/9)®"~1/3; then o # 1 and ¢ = 1. Hence o is a primitive cubic
root of unity in Fe, i.e. p3(c) = 0. We obtain w”” = ow and we now compute w?"* as
w?"® = (wpg)p9 = (aw)p9 = U(w)p9 = oow = oW,
a?’ = ao + alwpg + ag(w2)p9 = ap + ajow + ago’w?, and

18 2

a”" = (""" = ag + a1 (ow)” + as(o 42

9
w2)p = ag + a10%w + asotw?.

After expanding and reducing, using w® = 7'/9 and ¢ (0) = 0%+ 0 +1=0, we obtain

a”’a?’ = (a2 — ayas7"?) + (0377 — agar)w + (a? — agag)w?.

The computation costs 3(36M1) + 3(2551) = 108M; + 755.
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B.2. Frobenius operators. The p'—Frobenius is the map 7*: : F,

7i(a) = a? . Let a = ag + ajw + asw? with a; € F,o an element of F,27. Then

27 —> Fp27 given by

m(a) = P = (ap + ayw + agw?)? = af + afwP + af(w?)?.

The element ag € F o can be written as

ap = (ho + hiu + h2u2) + (h3 + hqu + h5u2)v + (he + h7u + h8u2)1127 h; € F,, and then,

af = (ho + hiu + hou® + (hs + hqu + h5u2)v + (he + hru + h8u2)v2)p,

hf = hiv

uP = 3PTDBHL = (3 (P03 — 7(=1)/3y,
Since 7 is not a cube in F,, we have a = 7(=1/3 oy £ 1 and o® = 1. It means that o
is a primitive cubic root of unity in F, and P = au. vP = p3P=D/3+1 — (3 (P=1D)/3y =
(71/3)(=1)/3y) = 7(0=1)/9y,

We have g = 7P~1/9 £ 1 and 8% = 1. Thus 3 is a primitive ninth root of unity in F,

and vP = fv. Also wP = wiP=D/3+1 = (3)(P=1)/3y = (71/9)(;3 D/3y = 7(p= 1)/270. We also

observe that v = 70P~1/27 £ 1 73 = 700=1)/9 = 5 £ 1 A9 = 700-1)/3 — ¢ £ 1, = 1. Thus
visa primitlve twenty- seventh root of unity in I, and wP = ~yw.

ah = ((ho + hqu + hou?) + (hs + hqu + h5u2)v + (he + hru + hqu)UQ)p
= (ho + hiu? + ha(u®)P) + (hs + hau? + hs(u?)P)oP + (he + hruP + hs(u?)P) (v?)P
= (ho + hiau + haa®u®) + (hs + hsau + hsa®u?)Bv + (he + hrau + hsa*u?)f2v?
= (ho + hiow + hoa®u®) + (haf + haaBu + hsa? Bu?)v
+ (heB% + hraf?u + hga?f*u®)v?

+ (h12 + hisu + higu?)v + (his + higu + hi7u®)v?)P
(h12 + hizu? + hig(u?)P)oP

al = (hg + hiou + hyyu? )+
= (hg + hiou + hy1 (u?)P
+ (h1s + higu? + hag(u?)P) (v®)P
= (hg + hioou + hi10u (h1g 4 hizou + higa?u?)Bu
+ (his + higou + hira’u?) %0?
= (hg + hipou + hiia?u?) + (h1283 + hisafu + h14a25u2)v
+ (h158% + higafu + hiza®f2u?)v?

(
)+
(
%) +

ab = (his + hiou + hoou?) + (ha1 + haou + hazu®)v + (hog + hasu + hagu®)v?)P
= (hig + h1gu? + hog(u?)P) + (ho1 + hoguP + hoz(u?)P)vP
+ (haa + hasuP + hog(u®)P) (v*)P
= (h1s + higau + haga®u?) + (ha1 + hazau + hoga*u?)Bv
+ (haa + hosau + hoga®u®) 320>
= (h1s + higau + haga?u?®) + (h18 + haoaBu + haza® Bu?)v
+ (haaf? + hasaB*u + haga® B2u®)v®
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m(a) = (ap + a1w + asw?)? = af) + afw? + ab(w?)P = af) + alyw + ahy*w?
= (ho + hiau + hoo?u?) + (h3f + hyaBu + hsa? fu?)v
+ (heB% + hraf?u + hga?B2u?)v?
+ ((hg + higow + hi102u?) + (h128 + hizafu + higa? fu?)v
+ (h158% + higaBu + hiza? B2u?)v®)yw + ((his + higau + haga®u?)
+ (ha1B + hoaaBu + haza Bu®)v + (haaB? + hosaB°u + haga® B2u?)v?)y*w?.

We have the following algebraic relations: o = 83, a8 = £, af? = 8°, o?8 = 7 and
a?B? = 8. Therefore

m(a) = ((ho + hiB3u + haf%u?) + (haB + haBru + hsB7u*)v + (heB? + hrfB%u + hgB5u?)v?)
+ ((hoy + hiof3yu + h118%yu?) + (h12B87 + hizfryu + h1aB7yu?)v
+ (h1sB%y + hieB2yu + harB3yu®)v*)w + ((higy” + hioB%y u + hao f%9°u?)
+ (ha18Y* + haaB*y*u + hasBTv*u?)v + (h2aB°Y + has 877 u + hae 85y u?)v®)w?.

The following values are precomputed: \g = 82, A\ = 32, Ao = 8%, A3 = 85, Ay = 35,
As = BT, X = Bs, A7 =%, As = By, Aa = Ao, Ao = A1y, A = A2y, Az = Ay,
A13 = A1y, A = A5, Ais = AgY, Ae = AoAr, Ar = AtAr, Aig = Aadr, Ag = AzAg,
)\20 = )\4)\7, )\21 = /\5)\7, )\22 = )\6/\7- /\23 = B)w. Thus

m(a) = ((ho + hadu + hoAgu?) + (hsf + hadou + hsAsu?)v
+ (heAo + hrAgu + hsAsu”)v?) + ((hgy + hioA10u + h11 A13u®)
+ (h12As + hisAriu + higAiaw®)v + (hisAg + higAizu + hirAisu®)v?)w
+ ((h1sA7 + hioAi7u + haoAaou®) 4 (ha1Aas + haoAisu + hasAg1u®)v
+ (haaAis + hasAigu + hoghogu?)v?)w?.
The cost of p-Frobenius is 26M; + 18a. This is also equal to the cost of p?,p*,p°, p*, p°-
Frobenius. For the p?-Frobenius operator, observe from B.1 that wP’ = gw. Then
o’ = ap + ajow + ascw?
= ((ho + hiu + hou?) + (ha + hau + hsu?)v + (hg + hru + hgu®)v?)
+ ((ho + hiou + hi1u?) + (hiz + hizu + hygu?)v + (his + higu + hiru®)v®)ow
+ ((h1g + higu + hogu?) + (hay + host + hazu?)v + (hag + hosu + hagu?)v?)o?w?.
We then have
a® = ((ho + hiu + hou?) + (hs + hau + hsu®)v + (hg + hru + hgu®)v?)
+ ((hgo + higou + hi1ou®) + (hiao + hizou + hygou?)v
+ (h150 + higou + hirou®)v*)w + ((higo? + higo®u + hago?u?)

+ (ho10? + hoao®u + hozo?u?)v 4 (hoso? + hoso®u + hogo?u?)v?)w?.
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As s =02

is precomputed, we have

a” = ((ho + hau + hou®) + (hs + hau + hsu®)v + (he + hru + hgu?)v?)
+ ((hgo + higou + hiyou?) + (hi2o 4 hizou + higou®)v
+ (h1s0 + higou + hizou®)v?)w + ((higs + higsu + hogsu?)
+ (ho1s + hogsu + h233u2)v + (ho4s + hossu + h263u2)02)w2.

The cost of p?-Frobenius is 18M;. This is the same as the cost of p? and p® Frobenius.

APPENDIX C. ARITHMETIC IN ]Fp15

The arithmetic of the extension field Fys is studied in [39]. In this section we only consider
inversion in cyclotomic subgroup and Frobenius operators.

C.1. Cyclotomic inversion. An element a = ag + a1v + asv? € F,i5 with a; € Fps in
the cyclotomic subgroup G5 satisfies aP' TP+l = 1 g0 that a1 = a?""a?”. We have

’Up5 — /05( 5_1)/5+1 ( 5_1)/5 (/U5)( 5_1)/5/0 = (71/3)(175_1)/51) Since 'U — 71/3
Let w = (71/3)(”5 /5. We have w 7é 1 and w® = 1. Hence w is a primitive ﬁfth root of
unity in IFs. We obtain oP" = wv and P = (VPP = (wo)?’ = w()?’ = wwv = w?v. So

5

a” = (ap + arv + agv?)?” = a’SS + a’favps + a§5 (v*)P
=aqqg + alvp5 + ag(v2)p5 = ap + awv + asw?v?,
a?"’ = (ap5)1"5 =ao + al(wv)p + ag(w2v2)p5 = ap + a1w?v + aswv?,
aP’ P’ = (ap + a1w?v + aswv?)(ag + arwv + agw?v?).
After expanding and reducing using v = u and ¢5(w) = 0 we obtain
a?’a?” = (a3 + (1 +wharasu) + w(adu + (1 + w)agar)v + w?(adw + (1 + w?)agaz)v?
This costs 3(9M1) + 3(951) = 27M; + 275;.

C.2. Frobenius operators. The p'—Frobenius is the map 7°: F,15 — F 15 given by mi(a) =
al'. Let a € Fpis, say, a = ag + a1v + asv? with a; € F,5. Then
m(a) = aP = (ap + arv + azv®)P = af + afv” + af(v?)P.
As ag € Fps, i.e., ap = go + g1u + gou? + gzu® + gaut, g; € F,, we have
= (90 + q1u+ g2u® + gsu® + gau® )P = go + g1u? + g2(u®)? + g3(u®)? + ga(u')?,

since g7 = g;. Now we have u? = «>P~D/5+1 = (42)P=1)/5y = 7(>=1)/5y. As 7 is not a fifth
power in F,,, we have 7(=1/5 £ 1. Let @ = 7?=1/5 Then 6 # 1 and 6° = 1, that is, 0 is a
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primitive fifth root of unity in IF,, and u” = 6u. Then
af = go + pu? + g2(u?)? + ga(u®)P + ga(u*)? = go + g10u + g26>u® + g36°u® + ga6*u’,
af = g5 + geu? + g7(u?)? + gs(u®) + go(u*)? = g5 + geOu + gr0°u” + gs6u® + gob*u?,
ah = gio + g + gra(u?)’ + grs(u?)? + gra(ut)?
= g10 + g110u + g120%u® + g130°u® + grab*ut,
P = PP 1)/5+1 _ (v5)(p_1)/5v - (71/3)(13—1)/5@ - (71/3)(p—1)/5v.
Let g = (71/3)=1/5 Since 7'/3 is not a fifth power in Fp, we have 8 # 1 and 8° = 1, that
is, B is a primitive fifth root of unity in F, and v = Bv. Then
af = (ag + a1v + agv?)? = af + afvP + ab(v?)P
= (go + g10u + g20%u? + g36°u® + gu0*u?) + (g5 + geOu + gr0%*u* + gs63u® + goO*ut)o?
+ (g10 + g110u + g126*u® + g136°u® + g146*ut) (vP)?
= (go + 910u + g26*u* + g303u> + g46*u?)
+ (958 + g60Bu + g70%Bu’ + gsb° Bu® + gob* Bu')v
+ (91087 + g1108%u + g120°B°u” + 9136°8°u® + g146" BPu" v
We precomputed these following values: ¢y = 62 ¢1 = 63, co = 0%, c3 = 5%, c4 = 05, ¢c5 = co3,
cg = c13, c7 = cof3, cg = ez, cg = coes, 10 = 163, €11 = €2C3. SO
m(a) = (9o + g16u + gacou® + gscru® + 9402U4)
+ (958 + gocau + gresu® + gscgu® + gocrut)v
+ (g10¢3 + gricsu + giacou® + gizciou’ + graciiu’)v?.

The cost of p-Frobenius is 14M;. This is the same cost as computing p?, p, p*, p%, p7, p8, p°-
Frobenius. For the p>-Frobenius operator, observe from C.1 that vP” = wv so that

a” = (go + gru + gou® + gsu® + gau') + (g5 + gou + gru® + gsu® + gou'o?”
+ (910 + g1 + giau® + gizu® + graut)(v?")>?
= (g0 + g1u + gou® + gzu® + gau?) + (gsw + gewu + grwu® + gswu® + gowut)v
+ (grow? + griw?u + grow?u® + gisw?u® + graw’ut)v?.
We precomputed d = w? and
70 (a) = a”’
= (90 + g1u + gou® + g3u® + gau’) + (gsw + gewu + grwu® + gswu® + gowu')v
+ (g10d + gr1du + gi2du® + gizdu® + gradu®)v®.

The cost of p°-Frobenius is 10M;. This is the same as the cost of p'°-Frobenius.

This work is licensed under the Creative Commons Attribution License. To view a copy of this
license, visit https://creativecommons.org/licenses/by/4.0/ or send a letter to Creative
Commons, 171 Second St, Suite 300, San Francisco, CA 94105, USA, or Eisenacher Strasse
2, 10777 Berlin, Germany
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